
 
 
 
 

���������	
����
��		�	����	��		

��

 

 


����	�����	������		
Islamic Republic of Iran 

��

ISIRI-IEEE	 	

������ 
����	��� !	"�#$#%�&	���������	'(�)� 802.11 

*&�	+�,		Institute of Standards and Industrial Research of Iran 1st. edition 

����

��

 

"��-�.�
	/0	"�1�2�	��&�
	3�.�	'4���	&	����-

	/$-	���1�2�'�����		�5	
	'637�	&	�8%�	��5

���7	
	"���94�	:;�&
		<�(=��	>�?;�&		��5

'����	������	*�� @	(MAC)		�6�9$0	'�A	&

(PHY)�'637	��	�-	�8%�	��5	B$�		

��

��

IEEE standard for information technology- 

Telecommunications and information 

exchange between systems- 
Local and metropolitan area networks- 

Specific requirements - Part 11: Wireless 

LAN medium access control (MAC) 
and physical layer (PHY) specifications	 	

 

 

 

 

 

ICS: 33.040��

 

Identical with: 

IEEE 802.11:2007 



�� 

��

'-C�� ��D 

��� 7� �- E(�)� ��������� & "�#$#%� ��� ! 
���� 

����� �	
��
��
 � �
����� ����� �
��
 �� �� � ��� !� ��"�
#�$ �� �
#% �&'#�
 �(��
 #% � ��
	�#�� ��#���� ��	
��
�#�
 ��

�
����� ����� )�
��
 � *� (+,� -
� .$/. 
,�� 0��� �+�	 	 12 3�
 �2 �4�5� )(���� (���� � ��#1� ��6
7�	
��
�#�


��8�9�+�	�:�
��
 
	 �� ;-�, �	
�.��

(���� �	
��
��
 	� -< =�6
7 >8�?� 	� � ���+2�6
7 ��@ �2�� <
 �������
�
�A	
2B��=
� ��
�#C� �D#2
�� � ���
#����

)�+8; )�17�EF 6��G � � 6�
*�%
 -
HI � JK��� L
M�
 ���� A �1A 2� L
N+7 
� OG
*� �8� � 
� �� � ���)6�#�G ��J�
�#A���

6	�
�@ � 6	
M� 3�
 ��#2 <
 �32	
#1� ��#�
7
HI � ���
4#*�� ��
K=
#� �P#= � �)0#4� �Q�
#A �)�
H�#��2��G � �R�#*���)�
H�#��2

�
H���2	�
� � )�
H���2�	
� D2
�� �+8; � )�**?� )
7�
,� �
�<
��6
7 ��G�� � ��G����S Q�
= ��#���� #A�T�U�#F����V� #�

6
7�	
��
��
 �8� �
��
 6
�� �7
 W�C� �� 0�
�� 6X�04� � 6
Y;
 � ���+2�6
7 ��@ Z ��� [
�	
 ��� A � VF 3@
�	��<
 


7�C� � 
7�
,�1�F 	� ���+2 �8� JK��� 
� �I ��A	 &�\ � 	� �	 � �� *� �� �
 �; �	
��
��
 ��8�)�+�	�:]
^��
��
 � 

�1��� ���� A.��

U�F V� � ��
7�	
��
��
 �2 �
���� � �
�<
��6
7 �%';���� � 6X�&'� D�� 
� 3�
;	 J�
 _ (���� �-�#A ��#�,� ��#�����#��2

���+2	� �8� &�\ � ��	�� � �	 �	� )�� *� ��#� ��
 #�; ��	
��
�#�
 ��#8� ��
�#�
 �]
#^ � ��#1��� ��#���� #AT �(��#����)�#����

��
7�	
��
��
 �8� ��8� ���� A �2 �� `
�
 �
4� ��A � -�A 	� ��	
��
�#�
 ��#8� ��
�#�
 �"	
+#A a �(���#� � 	� ��#��+2 ���#8�

�	
��
��
 Z ��� �2 ����� �	
��
��
 Q�b1� ���7� �� �� *� -���	 �A
�.��

����� �	
��
��
 � �
����� ����� �
��
 <
 6
Y;
 �8�
 ��
�<
#� �(�#����#88+G
 ���	
��
�#�
(ISO)
.�)�� �#��+2 �(�#�����#88+G


�!��b����bG
c
(IEC)�� �
�<
� (����88+G
 -<
��
���
�A �� �
%�$

(OIML)�3�
 � ����
 �; 
,�� �J#�
	d
 �� �#��+2 ��V2�#2

���
eS 
a
(CAC)�	� 	 12 3�G
�@ �����2.�	� (���� 6
7�	
��
��
 �8� �
��
 (+_ �� � �� �J�
�#A ��#82 � �6�#��<
�����6
#7

f
W )	 12 <
 (��WI 3@�1�F�6
7 )�+8; ��@ � ����� �
,� � 6
7�	
��
��
 (����88+G
 -�,��6��H ��� A. 

����� �	
��
��
 � �
����� ����� �
��
 ������
  
� 3�
;	 (�<
 � U�F����� -�A 	� )� �
% 6
�� 3�
+= <
 R�*���)�
H���2

g4= 3�'� � ��+�
 6��@ � )�� +; [ *= �
��+\
 <
 3�4�2 �h *�� � �
C='� 3��< ��#i��� � �)6�
#*�%
 ��6
�#�


�Y�� <
 6
7�	
��
��
 �8� �
��
 
	 6
�� �h *�� 6��G � �Q#W
� � #12 	 � / �
#� �L'#%
 �)�#�
�	
� �#�
 ��� #*� �6
	 #A ��G
#; 

��
6	
K�
�)�	
��
 ��
+��T ����� �����
 � �� 	 C�� g4= 6
7	
<
� �(�#� ��#88+G
 �6
�#� ��h #*�� �)	 #12 �6
�#�
 ��	
��
�#�
 

6
7h
2 ��
	�
� ��	���6��� �I 
	 6	
K�
 ��
+��T (��j+7 6
�� �
��+\
 ���1?� �� -�
4��
��
H���2 <
 �
��W 
,�
�<
� 

� �
���� [
�@ ����<�	� )-	�
1� )k< �I )��	<
� 6D�+� � �7
 H	��� ����l�6
7 �3����#� �3#�4�2 � �3����#� �3#��<�

)�i��� 
N1�
�<I�-�
7 D2
���� �� ��
�K�G
29�M��
�: Q�
�� )UM�� ����� �	
��
��
 (�
��� H �
�<
��
7 � ��
#���� 
	 ��#� 

`
�
 J�
 _ L
C� 3�='�����m� �
��
 ��
�<	
 �����2 � 	� �	 � <
�=
 J�
�A )L<h  H��
��7
 ���m� 3�='� �� I���
7 
i;
 

� �� ��b8+; 
,�I ����	
C����2T n���� -
N��� (����88+G
 )
7
b� �� ��
�K�G
29�M��
�: Q�
�� )UM�� �(�#��� �	
#�; ��
D#8@ 


,K�
�H � L
M�
 6���	
2��
����� 6
�� 6
��	
 Oi� 6
7�	
��
��
 �8� �
��
 <
 �N�� >�
5� (�
 ����� 3�
. 

                                                 
B���� � �	
��
��
 � �
����� ����� �
��
��

1- International Organization for Standardization 

2 - International Electrotechnical Commission 

3-  International Organization for Legal Metrology (Organization International de Metrology Legal)  

4 - Contact point 

5 - Codex Alimentarius Commission 
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3�- Transmit Power Control  
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2�- Access Category  

3�- Enhanced Distributed Channel Access  

4�- Access Point 

5�- Entity  

6�- Additional authentication data  

7�- Independent Basic Service Set  

8�- Admission control  
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1�- Aggregated schedule  

2�- Service Period  

3�- Association  

4�- Access Point/Station  

5�- Distribution System Services  

6�- Authentication  

7�- Authentication and Key Management 

8�- Authentication Server  

9�- Authenticator  



  	 	

~ 

 

V
�V		

	<��5	:�  @	[��\�	c���(AA)	

.		

�`	�IMAC��3� 7�-���2�P��*�IEEE 802.1X�3�
�T��

V
�Y		

`�a�c		

��� ��<
M���O�����	 �����(A�	T��

V
�]		

	'��K	F�&��	'$X��(BSA)	

$
 

��=
���6
Y;
�Q�
A�3�
�(b+���2�3�
���
F�V������; +M��!��6
Y;
�<
�Qb1���6
BSS��N���6
7��l#7

�A
��T��

V
�^		

	'��K	F�&��	'1��a�(BSS) 

�; +M��-
N���
�<
�6
���2�3�
���
7��G�
�<
�-�
4��
�
��6
7d���������#�G�
�<
��#2�-
N�#��
�!#����V���#�START�

-�A��
�D+7�D��I�3��@ ���	 *��3�
�-��2�-�
4��
���
�T�!��	��3� Y;BSS����#2�3����
�����
����Z
#K�	


����(�
��N���6
Y;
�L
+��
��l��BSS�3�
���eF��
b�
�T��

V
�_		

N`���K	������]	 

��-��	
����	�������
�#17��#�^�6��#;�U�
#+��!#��6
����2�3�
�L ,4��(�
~���k<	

#��)f
#W���#17�(��#��)��
�

���b^ 2�	
��
	�`	�I�(�T��

V
��		

J.K	c���	���R�5/	 	

-
N���
�L
+���2�3�
���
N���1?F��^�`	�I�!������?1��
	�
7���2�T��

V
�b		

*���@		

�� +���<
�6
��\
K�	
���
�	��2�3�
�6
��	 K;�PDU��
�-
N���
���^�
�����(���
7���-�
4�� A�T��

V
��		

'8!�0	*���@	���O?z		 	
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3�- Basic Service Area  

4�- Primitives 

5�- Big Endian  

6�- Multi-octet   

7�- Broadcast address  
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1�- Cipher suite  

2�- Clear Channel Assessment  

3�- Contention-Free Period  

4�- Point Coordination Function  

5�- Point Coordinator  

6�- Contention Period 

7�- Controlled Access Phase  

8�- Hybrid Coordinator  

9�- Point Coordination Function (PCF) Interframe Space  

10�- Transmission Opportunity  

11�- Coordination Function  
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1�- Hybrid Coordination Function  

2�- Distributed Coordination Function  

3�_ Contention Free pollable  

4�- Counter mode with Cipher-block chaining Message authentication code 

5�- Counter mode 

6�- Cipher-block chaining message authentication code  

7�- Cryptographic encapsulation  

8�- Payload  

9�- Initialization Vectors  

10�- Message Integrity Codes  

11�- Data confidentiality  

12�- Deauthentication service  
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1�- Decapsulate 

2�- Decapsulation  

3- Delivery-enabled access category 

4�- Non-Access Point 

5�- Directed frame 

6�- Unicast  

7�- Direct link 
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1�- Distribution service  

2�- Distribution System  

3�- Extended Service Set  

4�- Distribution System Medium  

5�- Downlink  

6�- Dynamic Frequency Selection 



  	 	

.. 

 

�P����6
���-�A�	�����'�,���
�
DG
�����6<
#�	
bAI�6
�#��-�#��2�l�C���6
7��+8%��W���	���U#?F���	
�
	

�	��[
�
2��^	
sb������
2�@���
a�3�
�D��7
N�H�T���������#��
��6�#N���R
�#7
�6
�#��3#�
�(#b+���'�,#���(�


��*?���� A�-�
4��
�D���V�
2�@�	
2� W�T��

V
Y]		

e�.�����?	F��@�0	����K�	 	

�!��	���7
N���
IBSS����-�#��2�3#�G
�@�	
�
	��b�I�<
�VF�
	�6����[
�
2��
?��
�3�G �����2�3�
��!#��	�

�	
��-�,;����)� A�	
bAI�[
�
2�T�3��K\�Q�G����IBSS�+��)
7����!#��f
#W��
�<��7�	���2���2�(�+Y���
 �

�
?��
���HDFS�����A
����A
��� ����=
��Qb���F�	
����2m��� _ ��(�
���T�����

V
Y^		

	�$�f�	�$8@	�$8@	N��(?	�-�=	<��5	[��\�	�6�&�K��	'637		�8%�	��5(EAPOL)	

�	(KCK)	

V			

���	���6
����2�3�
�6��82��H�	 ?��3�����82��
%�	�EAPOL����-�
4��
�� AT��

V
Y_ 

9��	�$8@���R�		�$8@EAPOL	(KEK)	
Y		

D�	�6
����2�3�
�6��826	
N����82�-�
���8�@a����82��
%�!��	�EAPOL����-�
4��
�� A�T 

V
Y�		

	
���'���	'�5	�d-��		�g��(EIRP)	
^	 	

�[
�	
�[
�N���!��[�
����
 ��-���
��!��<
�-�A��,���+7�3�
�TEIRP�Q�
=�[�
�����-���#��@��
 ����_

�(��I�-�,��	�9(��I���-�����@�(���n��D��R'�
�� ���7�
����@
��U7
2�:3�
��T��

V
Yb		


��@	'4�(�@_	 	

3�
�-�1��35
4=��
%�!��<
�-�A�35
4=��
%�!��(�W
��T 

V
]�		


��@	'4�(�@	"�$8�1�	 	

C@
����
%�!���
M�
��
�8+;3�
�-�
�������-�
�����2��G �s2�J� ��-�A�3�T��

V
]�		

	'�0��	h�#���	:�7	U�`��	*���@	������(EDCA)	

b		

                                                 
1�- Dynamic Frequency Selection owner  

2�- Extensible Authentication Protocol over LANs (IEEE Std 802.1X-2004) 

3�- EAPOL-Key Confirmation Key 

4�- EAPOL-Key Encryption Key 

5�- Key Data Field  

6�- Effective Isotropic Radiated Power 

7�- Encapsulate 

8�- Encapsulation  

9�- Enhanced Distributed Channel Access  
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1�- Carrier Sense Multiple Access with Collision Avoidance 

2�- Hybrid Coordination Function (HCF) Controlled Channel Access 

3�- Enhanced Distributed Channel Access Function  

4�- Extended Service Area  

5�- Logical Link Control  

6�- 4-Way Handshake  

7�- Pairwise Master Key  

8�- Group Temporal Key  

9�- 4-Way Station-to-Station Link (STSL) Transient Key (STK) 

10�- 4-Way Station-to-Station Link (STSL) Master Key 
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1�- Fragmentation   

2�- MAC Management Protocol Data Unit 

3�- MAC Protocol Data Units  

4�- Defragmentation  

5�- Gaussian Frequency Shift Keying  

6�- Group key handshake  

7�- Group Temporal Key 

8�- Group Master Key  
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1�- Group Temporal Key Security Association  

2�- Hidden station  

3�- Carrier Sense  

4�- Hybrid Coordination Function 

5�- Hybrid Coordinator  

6�- Hybrid Coordination Function (HCF) Controlled Channel Access  

7�- Extensible Authentication Protocol  
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1�- Distribution System  

2�- Individual address  

3�- Infrastructure  

4�- Integration service  

5�- Key counter 

6�- Pseudo-Random Function 

7�- Key Data Encapsulation  

8�- Key management service  
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1�- Robust Security Network  

2�- Link 

3�- Link margin  

4�- Little endian  

5�- Liveness  

6�- Master Session Key 
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1�- Message Integrity Code 

2�- Message Authentication Code 
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3�- Michael  

4�- Temporal Key Integrity Protocol 

5�- Mobile station  

6�- Multicast  

7�- Multicast address  

8�- Multicast-group address  
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1�- Network Allocation Vector 

2�- Clear Channel Assessment  

3�- Non-AP QoS STA 

4�- Nonce 

5�- Pairwise  
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1�- Pairwise Master Key  

2�- Preshared Key  

3�- Pairwise Master Key Security Association  

4�- Pairwise Transient Key  

5�- Supplicant Address  

6�- Authenticator nonce 

7�- EAPOL-Key Confirmation Key 

8�- Pairwise Transient Key Security Association  

9�- Parameterized Quality of Service  

10�- Traffic Specification  

11�- Pass-phrase 

12�- PeerKey handshake  
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1�-SMK Security Association  

2�- STK Security Association  

3�- Per-frame encryption key 

4�- Per-frame sequence counter  

5�- Counter mode with Cipher-block chaining Message authentication code Protocol 
6�- Piggyback 

7�- Point Coordinator  

8�- Point Coordination Function  

9�- Portable station  
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1�- Portal  

2�- Pre-Robust Security Network Association  

3�- Prioritized Quality of Service 

4�- Protection mechanism  

5�- Protection mechanism frame  
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1�- Quality of Service facility  

2�- Reassociation service  
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1�- Receive power 

2�- Connector  

3�- Received Power Indicator  

4�- Beacon 

5�- Wired Equivalent Privacy  

6�- Robust Security Network Association  

7�- Robust Security Network Association- (RSNA-) capable equipment  

8�- Protocol Implementation Conformance Statement 

9�- Robust Security Network Association- (RSNA-) enable equipment 
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1�- Robust Security Network Association- (RSNA-) key management 

2�- Scheduled service period  

3�- Security network  

4�- Selector  

5�- Service Interval  
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1�- Station Service  

2�- Station-to-Station Link 

3�- Direct-Link Setup 

4�- Station-to-station link Master Key  

5�- Station-to-station link Master Key (SMK) handshake  

6�- Initiator MAC Address  

7�- Initiator nonce 

8�- Peer Nonce 
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1�- Supplicant  

2�- Temporal encryption key  

3�- Temporal key  

4�- Time Unit  

5�- Traffic Category  

6�- User Priority  
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1�- MAC Service Access Point  

2�- Traffic Classification  

3�- Traffic Stream  

4�- Traffic Identifier  

5�- Traffic Specification  
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1�- Traffic Stream Identifier  

2�- Transition Security Network  

3�- Transmission Opportunity  

4�- Transmission Opportunity (TXOP) holder  

5�- Transmit power 

6�- Effective Isotropic Radiated Power 

7�- Orthogonal Frequency Division Multiplexing  

8�- Trigger-enabled Access Category  
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1�- Unauthorized disclosure  

2�- Unauthorized resource use 

3�- Unicast  

4�- Unicast address  

5�- Directed address  

6�- Individual address  

7�- Uniform spreading  

8�- Unscheduled service period 

9�- Trigger frame 

10�- Uplink 
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1�- Wireless Distribution System  
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