
 
 
 
 

���������	
������		�	����	��		

��

 

 


����	�����	������		
Islamic Republic of Iran 

��

ISIRI-IEEE	 	

������ 
����	��� !	"�#$#%�&	���������	'(�)� 802.11 

*&�	+�,		Institute of Standards and Industrial Research of Iran 1st. edition 

����

��

 

"��-�.�	/0	"�1�2�	��&�	3�.�	'4���	&	����-

	/$-	���1�2�'�����		�5		'637�	&	�8%�	��5

���7		"���94�	:;�&		<�(=��	>�?;�&		��5

'����	������	*�� @	(MAC)		�6�9$0	'�A	&

(PHY)�'637	��	�-	�8%�	��5	B$�		

��

��

IEEE standard for information technology- 

Telecommunications and information 

exchange between systems- 
Local and metropolitan area networks- 

Specific requirements - Part 11: Wireless 

LAN medium access control (MAC) 
and physical layer (PHY) specifications	 	

 

 

 

 

 

ICS: 33.040��

 

Identical with: 

IEEE 802.11:2007 



�� 

��

'-C�� ��D 

��� 7� �- E(�)� ��������� & "�#$#%� ��� ! 
���� 

����� �	
����
 � ������ ����� �
��
 �� �� � ��� !� ��"�#�$ �� �#% �&'#�
 �(��
 #% � ��
	�#�� ��#���� ��	
���#�
 ��

������ ����� )�
��
 � *� (+,� -� .$/. ,�� 0��� �+�	 	 12 3�
 �2 �4�5� )(���� (���� � ��#1� ��67�	
���#�


��8�9�+�	�:�
��
 
	 �� ;-�, �	
�.��

(���� �	
����
 	� -< =�67 >8�?� 	� � ���+2�67 ��@ �2�� <
 ���������A	2B��=� ��
�#C� �D#2
�� � ���#����

)�+8; )�17�EF 6��G � � 6�*�%
 -HI � JK��� LM�
 ���� A �1A 2� LN+7 � OG*� �8� � � �� � ���)6�#�G ��J�
�#A���

6	��@ � 6	M� 3�
 ��#2 <
 �32	#1� ��#�7HI � ���4#*�� ��K=#� �P#= � �)0#4� �Q�#A �)�H�#��2��G � �R�#*���)�H�#��2

�H���2	�� � )�H���2�	
� D2
�� �+8; � )�**?� )7�,� ��<��67 ��G�� � ��G����S Q�= ��#���� #A�T�U�#F����V� #�

67�	
����
 �8� �
��
 6
�� �7
 W�C� �� 0�
�� 6X�04� � 6Y;
 � ���+2�67 ��@ Z ��� [�	
 ��� A � VF 3@�	��<
 

7�C� � 7�,�1�F 	� ���+2 �8� JK��� � �I ��A	 &�\ � 	� �	 � �� *� �� �
 �; �	
����
 ��8�)�+�	�:]^��
��
 � 

�1��� ���� A.��

U�F V� � ��7�	
����
 �2 ����� � ��<��67 �%';���� � 6X�&'� D�� � 3�;	 J�
 _ (���� �-�#A ��#�,� ��#�����#��2

���+2	� �8� &�\ � ��	�� � �	 �	� )�� *� ��#� ��
 #�; ��	
���#�
 ��#8� ��
�#�
 �]#^ � ��#1��� ��#���� #AT �(��#����)�#����

��7�	
����
 �8� ��8� ���� A �2 �� `�
 �4� ��A � -�A 	� ��	
���#�
 ��#8� ��
�#�
 �"	+#A a �(���#� � 	� ��#��+2 ���#8�

�	
����
 Z ��� �2 ����� �	
����
 Q�b1� ���7� �� �� *� -���	 �A�.��

����� �	
����
 � ������ ����� �
��
 <
 6Y;
 �8�
 ���<#� �(�#����#88+G
 ���	
���#�
(ISO)
.�)�� �#��+2 �(�#�����#88+G


�!��b����bG
c
(IEC)�� ��<� (����88+G
 -<
��
����A �� �%�$

(OIML)�3�
 � ����
 �; ,�� �J#�
	d
 �� �#��+2 ��V2�#2

���
eS 
a
(CAC)�	� 	 12 3�G�@ �����2.�	� (���� 67�	
����
 �8� �
��
 (+_ �� � �� �J�
�#A ��#82 � �6�#��<�����6#7

fW )	 12 <
 (��WI 3@�1�F�67 )�+8; ��@ � ����� �,� � 67�	
����
 (����88+G
 -�,��6��H ��� A. 

����� �	
����
 � ������ ����� �
��
 ������
  � 3�;	 (�<
 � U�F����� -�A 	� )� �% 6
�� 3�+= <
 R�*���)�H���2

g4= 3�'� � ��+�
 6��@ � )�� +; [ *= ���+\
 <
 3�4�2 �h *�� � �C='� 3��< ��#i��� � �)6�#*�%
 ��6
�#�


�Y�� <
 67�	
����
 �8� �
��
 
	 6
�� �h *�� 6��G � �Q#W
� � #12 	 � / �#� �L'#%
 �)�#�
�	
� �#� ��� #*� �6
	 #A ��G#; 

��
6	K�
�)�	
�� ��+��T ����� �����
 � �� 	 C�� g4= 67	
<� �(�#� ��#88+G
 �6
�#� ��h #*�� �)	 #12 �6
�#�
 ��	
���#�
 

67h2 ��
	�� ��	���6��� �I 
	 6	K�
 ��+��T (��j+7 6
�� ���+\
 ���1?� �� -�4��
��H���2 <
 ���W ,��<� 

� ����� [�@ ����<�	� )-	�1� )k< �I )��	<� 6D�+� � �7
 H	��� ����l�67 �3����#� �3#�4�2 � �3����#� �3#��<�

)�i��� N1��<I�-�7 D2
���� �� ��
�K�G29�M��
�: Q��� )UM�� ����� �	
����
 (�
��� H ��<��7 � ��#���� 
	 ��#� 

`�
 J�
 _ LC� 3�='�����m� �
��
 ���<	
 �����2 � 	� �	 � <
�=
 J�
�A )L<h  H����7
 ���m� 3�='� �� I���7 i;
 

� �� ��b8+; ,�I ����	C����2T n���� -N��� (����88+G
 )7b� �� ��
�K�G29�M��
�: Q��� )UM�� �(�#��� �	#�; ��
D#8@ 

,K�
�H � LM�
 6���	2������� 6
�� 6��	
 Oi� 67�	
����
 �8� �
��
 <
 �N�� >�5� (�
 ����� 3�
. 

                                                 
B���� � �	
����
 � ������ ����� �
��
��

1- International Organization for Standardization 

2 - International Electrotechnical Commission 

3-  International Organization for Legal Metrology (Organization International de Metrology Legal)  

4 - Contact point 

5 - Codex Alimentarius Commission 
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2-8 IETF RFC 2104, HMAC: Keyed-Hashing for Message Authentication, H. Krawczyk, M. 

Bellare, R. Canetti, February 1997 (status: informational). 

2-9 IETF RFC 3394, Advanced Encryption Standard (AES) Key Wrap Algorithm, J. Schaad, 

R. Housley, September 2002 (status: informational). 

                                                 
1�- Wireless Medium 

2�- Dynamic Frequency Selection  

3�- Transmit Power Control  

4�- Local Area Network  

5�- Quality of Service  



  	 	

$ 

 

2-10 IETF RFC 3610, Counter with CBC-MAC (CCM), D. Whiting, R. Housley, N. 

Ferguson, September 2003 (status: informational). 

2-11 IETF RFC 4017, Extensible Authentication Protocol (EAP) Method Requirements for 

Wireless LANs, D.Stanley, J. Walker, B. Aboba, March 2005 (status: informational). 

2-12 ISO/IEC 3166-1, Codes for the representation of names of countries and their 

subdivisions—Part 1: Country codes. 

2-13 ISO/IEC 7498-1:1994, Information technology—Open Systems Interconnection—Basic 

Reference Model: The Basic Model.�
2-14 ISO/IEC 8802-2:1998, Information technology—Telecommunications and information 

exchange between systems—Local and metropolitan area networks—Specific requirements—

Part 2: Logical link control. 

2-15 ISO/IEC 8824-1:1995, Information technology—Abstract Syntax Notation One (ASN.1): 

Specification of basic notation. 

2-16 ISO/IEC 8824-2:1995, Information technology—Abstract Syntax Notation One (ASN.1): 

Information object specification. 

2-17 ISO/IEC 8824-3:1995, Information technology—Abstract Syntax Notation One (ASN.1): 

Constraint specification. 

2-18 ISO/IEC 8824-4:1995, Information technology—Abstract Syntax Notation One (ASN.1): 

Parameterization of ASN.1 specifications. 

2-19 ISO/IEC 8825-1:1995, Information technology—ASN.1 encoding rules: Specification of 

Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding 

Rules (DER). 

2-20 ISO/IEC 8825-2:1996, Information technology—ASN.1 encoding rules: Specification of 

Packed Encoding Rules (PER). 

2-21 ISO/IEC Technical Report 11802-5:1997(E), Information technology—

Telecommunications and information exchange between systems—Local and metropolitan 

area networks—Technical reports and guidelines—Part 5: Medium Access Control (MAC) 

Bridging of Ethernet V2.0 in Local Area Networks (previously known as IEEE Std 802.1H-

1997 [B13]). 

2-22 ISO/IEC 14977:1996, Information technology—Information technology. Syntactic 

Metalanguage. Extended BNF. 

2-23 ISO/IEC 15802-1:1995, Information technology—Telecommunications and information 

exchange between systems—Local and metropolitan area networks—Common 

specifications—Part 1: Medium Access Control (MAC) service definition. 
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2�- Access Category  

3�- Enhanced Distributed Channel Access  

4�- Access Point 

5�- Entity  

6�- Additional authentication data  

7�- Independent Basic Service Set  

8�- Admission control  
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1�- Aggregated schedule  

2�- Service Period  

3�- Association  

4�- Access Point/Station  

5�- Distribution System Services  

6�- Authentication  

7�- Authentication and Key Management 

8�- Authentication Server  

9�- Authenticator  
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1�- Authenticator Address  

2�- Authorized  

3�- Basic Service Area  

4�- Primitives 

5�- Big Endian  

6�- Multi-octet   

7�- Broadcast address  

8�- Channel spacing 
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1�- Cipher suite  

2�- Clear Channel Assessment  

3�- Contention-Free Period  

4�- Point Coordination Function  

5�- Point Coordinator  

6�- Contention Period 

7�- Controlled Access Phase  

8�- Hybrid Coordinator  

9�- Point Coordination Function (PCF) Interframe Space  

10�- Transmission Opportunity  

11�- Coordination Function  
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1�- Hybrid Coordination Function  

2�- Distributed Coordination Function  

3�_ Contention Free pollable  

4�- Counter mode with Cipher-block chaining Message authentication code 

5�- Counter mode 

6�- Cipher-block chaining message authentication code  

7�- Cryptographic encapsulation  

8�- Payload  

9�- Initialization Vectors  

10�- Message Integrity Codes  

11�- Data confidentiality  

12�- Deauthentication service  
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1�- Decapsulate 

2�- Decapsulation  

3- Delivery-enabled access category 

4�- Non-Access Point 

5�- Directed frame 

6�- Unicast  

7�- Direct link 

8�- Disassociation service 

9�- Distributed Coordination Function  
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1�- Distribution service  

2�- Distribution System  

3�- Extended Service Set  

4�- Distribution System Medium  

5�- Downlink  

6�- Dynamic Frequency Selection 
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1�- Dynamic Frequency Selection owner  

2�- Extensible Authentication Protocol over LANs (IEEE Std 802.1X-2004) 

3�- EAPOL-Key Confirmation Key 

4�- EAPOL-Key Encryption Key 

5�- Key Data Field  

6�- Effective Isotropic Radiated Power 

7�- Encapsulate 

8�- Encapsulation  

9�- Enhanced Distributed Channel Access  
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1�- Carrier Sense Multiple Access with Collision Avoidance 

2�- Hybrid Coordination Function (HCF) Controlled Channel Access 

3�- Enhanced Distributed Channel Access Function  

4�- Extended Service Area  

5�- Logical Link Control  

6�- 4-Way Handshake  

7�- Pairwise Master Key  

8�- Group Temporal Key  

9�- 4-Way Station-to-Station Link (STSL) Transient Key (STK) 

10�- 4-Way Station-to-Station Link (STSL) Master Key 
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1�- Fragmentation   

2�- MAC Management Protocol Data Unit 

3�- MAC Protocol Data Units  

4�- Defragmentation  

5�- Gaussian Frequency Shift Keying  

6�- Group key handshake  

7�- Group Temporal Key 

8�- Group Master Key  
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1�- Group Temporal Key Security Association  

2�- Hidden station  

3�- Carrier Sense  

4�- Hybrid Coordination Function 

5�- Hybrid Coordinator  

6�- Hybrid Coordination Function (HCF) Controlled Channel Access  

7�- Extensible Authentication Protocol  
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1�- Distribution System  

2�- Individual address  

3�- Infrastructure  

4�- Integration service  

5�- Key counter 

6�- Pseudo-Random Function 

7�- Key Data Encapsulation  

8�- Key management service  
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1�- Robust Security Network  

2�- Link 

3�- Link margin  

4�- Little endian  

5�- Liveness  

6�- Master Session Key 
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1�- Message Integrity Code 

2�- Message Authentication Code 
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3�- Michael  

4�- Temporal Key Integrity Protocol 

5�- Mobile station  

6�- Multicast  

7�- Multicast address  

8�- Multicast-group address  
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1�- Network Allocation Vector 

2�- Clear Channel Assessment  

3�- Non-AP QoS STA 

4�- Nonce 

5�- Pairwise  
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1�- Pairwise Master Key  

2�- Preshared Key  

3�- Pairwise Master Key Security Association  

4�- Pairwise Transient Key  

5�- Supplicant Address  

6�- Authenticator nonce 

7�- EAPOL-Key Confirmation Key 

8�- Pairwise Transient Key Security Association  

9�- Parameterized Quality of Service  

10�- Traffic Specification  

11�- Pass-phrase 

12�- PeerKey handshake  



  	 	

cx 

 

���82�3������Qb���F�!�3���<
��2�3�
���7�SMK�3�������7�STK�3�
�-�A�Q�b1��������#M�
�6
�#�

�N��K+7�7����
�6��SMK�(SMKSAs)�

.����N��K+7�����
�67��STK�(STKSAs)�
c��(#+�
�3,������

����2�(+�
STSL���-�4��
�7�� A�T��

V��Y		

	�$8@���R�9��	e�=	�5	���-V
 

���82�!�6	N�D�	���7�6
�����N�MPDU�Qb���F��W���J� ���2�3�
�����
�67��IEEE 802.11���	#2���

���-����� A�T��

V��]		

:�����7	���e�=	�5	���-	�4Y		

�6
��TKIP�)-��	+A�
��
 �;�����2�3�
�6��Q��#��������#�82�o���#�
�	��6	#N�D�	������-�4�#�
��#%��#7�6
�#�

���� A�T�3G=�Qb���F�6
��-��	+A��L�F�3� 7�P��*���2����#��-�#�M�<��6
�} #8��<
���D#�	(CCMP)�a�)IV�

3�
��%��7�6
���T��

V��^		


���	�����^	 


��D@������m��!�����2�3�
�-�
���%�!��	�����	���MPDU���QK%�<
y��!#������#12������#2��7N�#��
�<


�%����[�	
��I����7����LM�
�)�� A�� A�T��

V��_		

'M#�	:�  @	j 5��5���	(PC)	_		

�!��	��-N���
�QW
��6	��7AP���N�7+7���2	2��2�3�
�6D2�����LM�
�
	��7��T��

V���		

�R 5��5	��@��@	'M#����	(PCF)	�	 	

�-�	��6
��N�7+7���2	2�Pi����I�	���2�3�
�(b+���N�7+7�67��2	2�<
����bK#A�3#�G�@�0%
 ��L+��	�

�!��	��� � ��-N���
�!��	��J�@BSS3�
�[�@�)T��

V��b		

	:�R�(����X	�-�=b		

��2�32�=��N���Q�������8���<
�3�
�(b+���2�3�
�-N���
��; ���N�7�,����
�)��2��3�|�Q���!��	�

                                                 
1�-SMK Security Association  

2�- STK Security Association  

3�- Per-frame encryption key 

4�- Per-frame sequence counter  

5�- Counter mode with Cipher-block chaining Message authentication code Protocol 
6�- Piggyback 

7�- Point Coordinator  

8�- Point Coordination Function  

9�- Portable station  
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1�- Portal  

2�- Pre-Robust Security Network Association  

3�- Prioritized Quality of Service 

4�- Protection mechanism  

5�- Protection mechanism frame  
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1�- Quality of Service facility  

2�- Reassociation service  
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1�- Receive power 

2�- Connector  

3�- Received Power Indicator  

4�- Beacon 

5�- Wired Equivalent Privacy  

6�- Robust Security Network Association  

7�- Robust Security Network Association- (RSNA-) capable equipment  

8�- Protocol Implementation Conformance Statement 

9�- Robust Security Network Association- (RSNA-) enable equipment 
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1�- Robust Security Network Association- (RSNA-) key management 

2�- Scheduled service period  

3�- Security network  

4�- Selector  

5�- Service Interval  



  	 	

ca 

 

V�V_		

	:�R�(��	F�&��(SS)	�		

�; +M��V�����<
�6
�
��2�3�
���7�[���MSDU-N���
�(���
	�7��!��QW
��67BSS������K��1F���2�T��

V�V�		

	:�R�(��	'-	:�R�(��	:���$K(STSL)	�	 	

���}��1����������i���!������2�3�
�-N���
����(���-�A	
�%���l������-�� �F�!���JK-�A�
��#��T��(#�


���p'\
�L;�	2�<��!�����&'i�
��3,��3�
�(b+���2�� A�M�
�
����-N�#��
��#��-N�#��
�l������ZK�	

-��F�)3W����<�3G=�	��� A�6<��T����!#��Q�#A�-�#� �F�� ��(�
�6	
�%����#8=������3#�
��#�G�
��7�	
�#���T

STSL������	��fW�67�ZK�	
�0i%�����#���#+�W�)�	
���#�
�(#�
�	��-�A�(�����J�
�A�3�������e#F�T��[#��

�(�
��������	�6	
�%���J� ��l������-�� �F�)�l������-�� �F(DSL)�

$
 3�
��T��

V�Vb		

	:�R�(��	'-	:�R�(��	:���$K	�$8@	:�7(SMK)	Y	 	

�!��J� ���2�3�
��@�*��	
����!�AP�3���!��(�=�	����7�SMK�����M�
��!��o����
�6
������ A

STK����-�4��
�� A�T 

V�Y�		

<��		�5�SMK	]		

�!���2�3�
��@�\����(�����82�3������Qb���F�!�SMK��������G ��
	�����2���T��

V�Y�		

�R�(3�5		�$ ���	SMK	(SMKSA) 

3���!��<
��A���2�3�
���G=�3��@ ���7���D��ISMK�3�
�T��

V�Y�		

	:�R�(��	'-	:�R�(��	:���$K	��=��	�$8@(STK)		

��<
��#2�3�
�6	
���SMK�`	�I�)MAC����H<#SI(MAC_I)�

~�`	�I�)MAC���#�+7(MAC_P)�)���Q��#���#�

��H<SI(Inonce)�

/����Q��������+7(PNounce)�

z��<
�-�4��
���)�0����KA��@�*�(PRF)����n����� A�T�(�


�	
����(�
���a����82�Q�%�l����3�
�r���826	N�D�	����82����)��% �MIC��)��% �KEK���KCKT��

                                                 
1�- Station Service  

2�- Station-to-Station Link 

3�- Direct-Link Setup 

4�- Station-to-station link Master Key  

5�- Station-to-station link Master Key (SMK) handshake  

6�- Initiator MAC Address  

7�- Initiator nonce 

8�- Peer Nonce 
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3�- Traffic Stream  
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5�- Traffic Specification  
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1�- Traffic Stream Identifier  

2�- Transition Security Network  

3�- Transmission Opportunity  

4�- Transmission Opportunity (TXOP) holder  

5�- Transmit power 

6�- Effective Isotropic Radiated Power 

7�- Orthogonal Frequency Division Multiplexing  

8�- Trigger-enabled Access Category  
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1�- Unauthorized disclosure  

2�- Unauthorized resource use 

3�- Unicast  

4�- Unicast address  

5�- Directed address  

6�- Individual address  

7�- Uniform spreading  

8�- Unscheduled service period 

9�- Trigger frame 

10�- Uplink 
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1�- Wireless Distribution System  
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