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information exchange between systems— Local and metropolitan area networks— Specific

requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer
(PHY) Specifications



Gasiis —bailole o SleMbl g ST plbko Aol —ledbl 555l (b — Ol plio
lw )y ow pewd J S b S 59 1)) Coound —0519 Olol I — 6 4 g o
o 2 oo gbasiis j0 "(PHY) S 38 aY 9 (MAC)

Sl dnlogdun )

el 00l (3903 TEEE Std 802.11:2007 Aol o hibiwl (5 dy (obul e o o sl o)
Y sz s(MAC) wilus,y o yiss J S Sy Slaseion iy i 5 uwsd 0 hiilil ()l e 5l un
el Sl 5 S ymie 5 e LB Seuli gl T(STA) ol s o oYLl g1y (PHY) (S 503
S laolKil U el LS55 slaolfins sl 1) po o ¥ lasl s lasbiad ol ool ™ oxe
Jo 0 S logyos5 1 los L s b oz BB Sl (1S g aiies @ o Syl el
ao Oy yie pedads slaglojle o lsbinl cpl )0 ogdlay auled o @l 3 il (oo 4l S5 j0 &5 >
SLbLs )l Slaal 3as jslaie 4 (ouilS 3wl diz b S (o itws (55lusluilinl (sl (slabws olgie
2319550 25 by plamil a4y o5ug 4 o llinl (pl 09 co il ¢ Jxe
&l dEEE 802.11 o bl 5 gelate 5o bawssd 5Li 350 slo s s  bo,S,15 &, — il
Syl yo (GAS) ol S o5 slbair 5w g clu ) s Adhoc claaSiss jo o Slos
"(MSDU) MAC g s 0315 aemly Jy925 sl g oo sty sl MAC (slaays, Cas ya5 -

.QLA}Q—QL;
IEEE 802.11 MAC Ly 45 auly los,S)S o PHY (SidlSe o cilies oyatb ciy a5~
gl oo J S

45 "(WLAN) g o e a5 o TEEE 802.11 o libiwl , Goate &l g o S ojlal -
sl asls 15" ligan IBEE 802.11 WLAN (poix LS |5 ol S

1 - Medium Access Control

el o ool AF-Y 0y 8 aF S 55 6,50 oOlhsl 4 by e MAC
2 - Physical layer
3 - Stations
4 - Fixed
5 - Portable
6 - Local area

gl oo oS3 ol b5 plnil (gl cdge &jp0 4 oS plaaSn - Y

8 - MAC Service Data Unit
9 - Wireless Local Area Netwok
10 - Overlapping



8y b 5l LS Sledlbl ST gl ools (Sile e (53905 wal3 (sl boayg, 5 Slolill 2 05 -
g e IEEE 802.11 s luiliwl 5 gebaie &ligas Cugn 10w g (WM) s o

sl Sae 45 T (TPC) Jlisil g5 S8 5 (DFS) il 3 sy ol (sl 5500 255 -2
gl oolitul 35,085 0 Wb 0 o,Skee lp coulaS lajls 3,5 08,5y

g i SLIIT L T(LAN) (oo 4t sl )5 sl sl MAC slaauy, i yoi -
s 5 o «go Jlazl Jels « °(QoS)

SloolKin] g o OYLail gl (o8 Y pais s MAC SO Slasin (o (o o laslesl o]
D00 )8 dowe a4l G jo S e g Jo LB ol

Pl ¥

RIS UCI ISV P PSRN IV Y N VSR RE O ) IRCURNIC SRCON U ISP PRV R g (VR

Dgds oo wgma Gl (o o laslisl ol 5l S5z @l yae o

Ol o b laia oo 5 Laasd ol bl oul ools gl | jlactl 7 )6 SO L (SHow 4 aS S50 40
oals gl )l Loyl ay jLactl 7o )i S8 yaas a5 (S )law 9,90 10 s ol pl (o o laslisl (] Hlas o 50
ol S35 350 )T gams slrardlol 5 laingazs (3T o lpen el on

sl ol S sl sl elyy 25 azlye 5l ooliciul

2-1 ETSI EN 301 893, Broadband Radio Access Networks (BRAN); 5 GHz high performance
RLAN; Part 2: Harmonized EN covering essential requirements of article 3.2 of the R&TTE
Directive.

2-2 FIPS PUB 180-1-1995, Secure Hash Standard.

2-3 FIPS PUB 197-2001, Advanced Encryption Standard (AES).

2-4 IEEE Std 802®-2001, IEEE Standards for Local and Metropolitan Area Networks:
Overview and Architecture.

2-5 IEEE Std 802.1X™-2004, IEEE Standard for Local and Metropolitan Area Networks:
Port-Based Network Access Control.

2-6 IEEE Std C95.1™-1991 (Reaff 1997), IEEE Standard Safety Levels with Respect to
Human Exposure to Radio Frequency Electromagnetic Fields, 3 kHz to 300 GHz.

2-7 IETF RFC 1321, The MD5 Message-Digest Algorithm, April 1992 (status: informational).
2-8 IETF RFC 2104, HMAC: Keyed-Hashing for Message Authentication, H. Krawczyk, M.
Bellare, R. Canetti, February 1997 (status: informational).

2-9 IETF RFC 3394, Advanced Encryption Standard (AES) Key Wrap Algorithm, J. Schaad,
R. Housley, September 2002 (status: informational).

1 - Wireless Medium

2 - Dynamic Frequency Selection
3 - Transmit Power Control

4 - Local Area Network

5 - Quality of Service



2-10 IETF RFC 3610, Counter with CBC-MAC (CCM), D. Whiting, R. Housley, N.
Ferguson, September 2003 (status: informational).

2-11 IETF RFC 4017, Extensible Authentication Protocol (EAP) Method Requirements for
Wireless LANs, D.Stanley, J. Walker, B. Aboba, March 2005 (status: informational).

2-12 ISO/IEC 3166-1, Codes for the representation of names of countries and their
subdivisions—Part 1: Country codes.

2-13 ISO/IEC 7498-1:1994, Information technology—Open Systems Interconnection—Basic
Reference Model: The Basic Model.

2-14 ISO/IEC 8802-2:1998, Information technology—Telecommunications and information
exchange between systems—Local and metropolitan area networks—Specific requirements—
Part 2: Logical link control.

2-15 ISO/IEC 8824-1:1995, Information technology—Abstract Syntax Notation One (ASN.1):
Specification of basic notation.

2-16 ISO/IEC 8824-2:1995, Information technology—Abstract Syntax Notation One (ASN.1):
Information object specification.

2-17 ISO/IEC 8824-3:1995, Information technology—Abstract Syntax Notation One (ASN.1):
Constraint specification.

2-18 ISO/IEC 8824-4:1995, Information technology—Abstract Syntax Notation One (ASN.1):
Parameterization of ASN.1 specifications.

2-19 ISO/IEC 8825-1:1995, Information technology—ASN.1 encoding rules: Specification of
Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding
Rules (DER).

2-20 ISO/IEC 8825-2:1996, Information technology—ASN.1 encoding rules: Specification of
Packed Encoding Rules (PER).

2-21 ISO/IEC  Technical Report 11802-5:1997(E), Information technology—
Telecommunications and information exchange between systems—Local and metropolitan
area networks—Technical reports and guidelines—Part 5: Medium Access Control (MAC)
Bridging of Ethernet V2.0 in Local Area Networks (previously known as IEEE Std 802.1H-
1997 [B13]).

2-22 ISO/IEC 14977:1996, Information technology—Information technology. Syntactic
Metalanguage. Extended BNF.

2-23 ISO/IEC 15802-1:1995, Information technology—Telecommunications and information
exchange between systems—Local and metropolitan area networks—Common
specifications—Part 1: Medium Access Control (MAC) service definition.

2-24 ISO/IEC 15802-3, Information Technology—Telecommunications and information
exchange between systems—Local and metropolitan area networks—Common
specifications—Part 3: Media Access Control (MAC) Bridges.

2-25 ITU Radio Regulations, volumes 1-4.

2-26 ITU-T Recommendation V.41 (11/88), Code-independent error-control system.

2-27 ITU-T Recommendation Z.100 (03/93), CCITT specification and description language
(SDL).

2-28 ITU-T Recommendation Z.105 (03/95), SDL combined with ASN.1 (SDL/ASN.1).

2-29 ITU-T Recommendation Z.120 (2004), Programming Languages—Formal Description
Techniques (FDT)—Message Sequence Chart (MSC).
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2 - Access Category

3 - Enhanced Distributed Channel Access

4 - Access Point

5 - Entity

6 - Additional authentication data

7 - Independent Basic Service Set

8 - Admission control
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1 - Aggregated schedule

2 - Service Period

3 - Association

4 - Access Point/Station

5 - Distribution System Services

6 - Authentication

7 - Authentication and Key Management
8 - Authentication Server

9 - Authenticator
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1 - Authenticator Address
2 - Authorized

3 - Basic Service Area

4 - Primitives
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1 - Cipher suite

2 - Clear Channel Assessment
3 - Contention-Free Period

4 - Point Coordination Function
5 - Point Coordinator

6 - Contention Period

7 - Controlled Access Phase

8 - Hybrid Coordinator

9 - Point Coordination Function (PCF) Interframe Space
10 - Transmission Opportunity
11 - Coordination Function
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1 - Hybrid Coordination Function

2 - Distributed Coordination Function

3 _ Contention Free pollable

4 - Counter mode with Cipher-block chaining Message authentication code
5 - Counter mode
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7 - Cryptographic encapsulation

8 - Payload
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11 - Data confidentiality
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1 - Robust Security Network Association- (RSNA-) key management
2 - Scheduled service period

3 - Security network

4 - Selector

5 - Service Interval
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1 - Station Service

2 - Station-to-Station Link

3 - Direct-Link Setup

4 - Station-to-station link Master Key

5 - Station-to-station link Master Key (SMK) handshake
6 - Initiator MAC Address

7 - Initiator nonce

8 - Peer Nonce

Yo



Y-y
(STKSA) STK ool  sSimnod
2l STK jalecibye alobos 5 5l 236 a5 ol 2>

VFE-Y

‘g»ol.a.m

o aie Cogr oS Hraal Sy dawg a5 Sl el 4y 4l LAN Cad S sl Sy o ()b
(IEEE std 802.1X:2004) 35 oo Cugd $10uas codigm o] ;500 sles!

'FO-Y

(SPA) su5sS Cawlgs 33 (3T

2ol TEEE 802.1X ousS ey 0 MAC o]

\Fo-¥

" B30 55 K350 ) s

MPDU slaosls 6L 50, sl m poiies pué U s yo-boas a5 el GTK L PTK 5 i
S g0 oolaiul

VFY-Y

T sidge wls

Ll ($Bge (Bgo ploy (59)956Cwd oS S g (g0 (6,50, 0SS

VFA-Y

ple (597850 Cawd oS (JBgo wuls

oolewl LaMPDU L LaMSDU 5o 550 cws 3l lisebl gl a5 conl 850 0SSO 51 ciso
D9 50

1Fa-v

" (TU) S aslg

ROV PV JSK SO S & 0 INPORRE Y

1de-Y

(TC) Sl yi (gadsdimws

s S s ploie (UP) oS Cuglgl VL Y sl liws 0 51 a8 ol oMSDU (gl o
Less oSedlys slasanains cul 5o 1) odism lod 55, p Jloyl Sz oad 1,1 sLMSDU L

1 - Supplicant

2 - Temporal encryption key
3 - Temporal key

4 - Time Unit

5 - Traffic Category

6 - User Priority
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1 - MAC Service Access Point
2 - Traffic Classification

3 - Traffic Stream

4 - Traffic Identifier

5 - Traffic Specification
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1 - Traffic Stream Identifier

2 - Transition Security Network

3 - Transmission Opportunity

4 - Transmission Opportunity (TXOP) holder

5 - Transmit power

6 - Effective Isotropic Radiated Power

7 - Orthogonal Frequency Division Multiplexing
8 - Trigger-enabled Access Category
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1 - Unauthorized disclosure

2 - Unauthorized resource use
3 - Unicast

4 - Unicast address

5 - Directed address

6 - Individual address

7 - Uniform spreading

8 - Unscheduled service period
9 - Trigger frame

10 - Uplink
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1 - Wireless Distribution System
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4-Way Handshake

4-Way Station-to-Station Link (STSL) Master

Key

4-Way Station-to-Station Link (STSL)
Transient Key (STK)

Access Category

Access Point

Access Point/Station

Ad hoc network

Additional authentication data
Admission control
Aggregated schedule
Association

Authentication
Authentication and Key Management
Authentication Server
Authenticator

Authenticator Address
Authenticator nonce
Authorized

Basic Service Area

Beacon

Big Endian

Broadcast address

Carrier Sense

Carrier Sense Multiple Access with Collision

Avoidance
Channel spacing

Cipher suite

Jolwo Mol caw g d F

‘sa»)l.é J»)L’.o
)k )z (potws

43).'0 )l.e,'> oKs] 4 o 0Xgu adS ol

oli‘;Mg“ L oLi‘;.Mi‘ o&% @394 MS SR
@bk
(5“")':'“"‘3 Ao

(o abads
sl oy aln
ol S
Slal Cuse groai ools
Sy IS
oS (il
S
S8 S e 5 Cugr (Broal dsgese
R G 03y g
Cagh oALS (Bl
Cugd odisS Gouas ol
Cogp odllS Groad b o
sl
ab (w420
Lasal,
ol skl
o iy 0]
ol et
Jolall Jol> asis afas ow b
2,9 5
U (¢ laSalols

S K50, acgozma



Cipher-block chaining message authentication

code

Clear Channel Assessment
Clear Channel Assessment
Connector

Contention Free pollable
Contention Period
Contention-Free Period
Controlled Access Phase
Coordination Function

Counter mode

Counter mode with Cipher-block chaining

Message authentication code

Counter mode with Cipher-block chaining

Message authentication code Protocol

Cryptographic encapsulation
Data confidentiality
Deauthentication service
Decapsulate

Decapsulation

Defragmentation
Delivery-enabled access category
Direct link

Directed address

Directed frame

Direct-Link Setup

Disassociation service
Distributed Coordination Function
Distribution service

Distribution System

Distribution System

Distribution System Medium

Distribution System Services
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Downlink
Dynamic Frequency Selection
Dynamic Frequency Selection owner

EAPOL-Key Confirmation Key

EAPOL-Key Confirmation Key
EAPOL-Key Encryption Key
Effective Isotropic Radiated Power
Effective Isotropic Radiated Power
Encapsulation

Enhanced Distributed Channel Access
Enhanced Distributed Channel Access
Function

Entity

Extended Service Area

Extended Service Set

Extensible Authentication Protocol
Extensible Authentication Protocol over
LANs

Fixed

Fragmentation

Gaussian Frequency Shift Keying
Group Key Handshake

Group Master Key

Group Temporal Key

Group Temporal Key Security Association
Hidden Station

Hybrid Coordination Function

Hybrid Coordination Function (HCF)
Controlled Channel Access

Hybrid Coordinator

Independent Basic Service Set

Individual address
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Individual address
Infrastructure

Initialization Vectors
Initiator MAC Address
Initiator Nonce

Integration Service

Key counter

Key Data Encapsulation
Key Data Field

Key management service
Link

Link margin

Little Endian

Liveness

Local area

Local Area Network
Logical Link Control
MAC Management Protocol Data Unit
MAC Protocol Data Units
MAC Service Access Point
MAC Service Data Unit
Master Session Key
Medium Access Control
Message Authentication Code
Message Integrity Code
Michael

Mobile station

Multicast

Multicast address
Multicast-group address
Multi-octet

Network Allocation Vector

Non-Access Point
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Non-AP QoS STA

Nonce

Orthogonal Frequency Division Multiplexing
Overlapping

Pairwise

Pairwise Master Key

Pairwise Master Key Security Association
Pairwise Transient Key

Pairwise Transient Key Security Association
Parameterized Quality of Service
Pass-phrase

Payload

Peer Nonce

PeerKey Handshake

Per-frame encryption key

Per-frame sequence counter

Physical layer

Piggyback

Point Coordination Function

Point Coordination Function (PCF)
Interframe Space

Point Coordinator

Portable

Portable Station

Portal

Pre-Robust Security Network Association
Preshared Key

Primitives

Prioritized Quality of Service

Protection mechanism

Protection mechanism frame

Protocol Implementation Conformance

Statement
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Pseudo-Random Function

Quality of Service

Quality of Service facility
Reassociation service

Receive power

Received Power Indicator

Robust Security Network

Robust Security Network Association
Robust Security Network Association-
(RSNA-) capable equipment

Robust Security Network Association-
(RSNA-) key management

Scheduled service period

Security network

Selector

Service Interval

Service Period

SMK Security Association

Station

Station Service

Station-to-station Link

Station-to-station link Master Key

Station-to-station link Master Key (SMK)

Handshake

STK Security Association
Supplicant

Supplicant Address

Temporal Encryption Key
Temporal key

Temporal Key Integrity Protocol
Time Unit

Traffic Category

Traffic Classification
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Traffic Identifier

Traffic Specification

Traffic Stream

Traffic Stream Identifier
Transition Security Network
Transmission Opportunity
Transmission Opportunity
Transmission Opportunity (TXOP) holder
Transmit power

Transmit Power Control
Trigger frame
Trigger-enabled Access Category
Unauthorized disclosure
Unauthorized resource use
Unicast

Unicast address

Uniform spreading
Unscheduled service period
Uplink

User Priority

Wired Equivalent Privacy
Wireless Distribution System
Wireless Local Area Netwok

Wireless Medium
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